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1 Terms of Reference

1.1 About this Document

This Service Definition document describes PDMS Employed, an online employability hub
offered on a Software-as-a Service basis (the “Service”) by Professional Data Management
Services Limited (PDMS).

It describes:

e The functionality of PDMS Employed, and other information pertaining to it;

e More general information that applies to all services offered by PDMS on a Software-
as-a Service basis, including the Service Level Agreement and Support Mechanisms.

e Additional Services available from PDMS via the GCloud.

1.2 Document Properties

Version 1.0
Date 17/12/2014
Classification GCloud6

1.3 Supporting Documents

The following documents should be read in conjunction with this document:

No Document
PDMS Employed Pricing Information.pdf
PDMS SFIA Rate Card.pdf (for GCloud Customers)

Customer Code of Conduct.pdf
PDMS SaaS Standard Terms and Conditions.pdf
PDMS Standard Terms and Conditions.pdf

o 0o~ W N P

Data Protection Summary — Isle of Man.pdf

1.4 Change History

Revision Date Summary of changes
1.0 17/12/2014 First version created for GCloud6
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2 PDMS Employed

2.1 Glossary of Terms

Administrator/ Administrator Account — An account within a uniquely branded
implementation of PDMS Employed which is used to administer the implementation. An
administrator account may be used and edited by a permitted individual or individuals on
behalf of the Customer. As standard, an administrator account includes permissions to:
unlock locked members accounts, approve organizations’ membership applications and run
reports.

Member/ Member Account — A user account within a uniquely branded implementation of
PDMS Employed which represents an individual person who has subscribed to use the
service. A member account enables the individual to access the standard services available
to individual members including: user profile, curriculum vitae and search facilities. It does
not include Organization or Administrator features.

Organization/ Organization Account — An account within a uniguely branded
implementation of PDMS Employed which represents an organization that has subscribed to
use the service. The organization may be an employer, a training provider, a school, an
employment agency, a government division, a charity etc. An organization account may be
used and edited by a permitted individual or individuals on behalf of the organization they
represent. An organization account enables its permitted representatives to use the
standard services available to organizations including: edit organization profile, upload
vacancies/opportunities and search facilities.

PDMS Employed — The technology platform which enables the rapid implementation of a
local online employability portal, developed and provided on a Software-as-a-Service (SaaS)
basis by PDMS Limited; also the subdivision of PDMS responsible for the delivery of the
PDMS Employed SaaS and technology platform.

PDMS - Please refer to the Glossary of Terms for PDMS Software as a Service in Section
3.1 below.

PDMS Software as a Service (SaaS) - Please refer to the Glossary of Terms for PDMS
Software as a Service in Section 3.1 below.

Service Availability — A percentage measure of the time the Service will be available for
use.

The Service — The PDMS Employed technology platform, which is offered on a Software-as-
a Service basis by PDMS (see www.pdms.com).
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2.2 Service Description

2.2.1 Summary

PDMS Employed enables you to quickly and cost effectively launch an online employability
hub for your community.

It's a ready-made portal to publish careers/ employment information, news and events; and
to connect recruiters, educators and training providers with individuals interested in job
vacancies, apprenticeships, work placements, volunteering and training opportunities.

The software platform includes a public-facing website with an in-built user-friendly content
management system; plus a permissions-based business system that is available via a web-
browser and appropriate login credentials from anywhere with Internet access.

The platform can be extended to include additional features and services and to integrate
with existing services and providers in your region.

2.2.2 Standard Service Features

At the time of writing, the standard PDMS Employed service includes the following features:

custom branding and URL, and domain name registration

administrator functionality including management information reports

a user-friendly content management system to publish content, news, events
individual and organizational registration processes/ membership/ database
search: opportunities/ organizations/ members/ content

intelligent online forms — which reuse data from member profiles

save/store - personal data, CV, ‘favourites’, preferences and documents
opportunity notification emails and e-newsletters

social networking/ messaging

CV building including export to pdf and word, and self-interview video

2.2.3 Browser Compatibility

PDMS Employed is compatible with the latest versions of the following Internet browsers:

Microsoft Internet Explorer (IE7, IE8, IE9, IE10+)
Google Chrome

Apple Safari

Mozilla Firefox

PDMS will endeavor to ensure that PDMS Employed remains compatible with future
versions of these Internet browsers as they are released.

2.2.4 Virus Protection

PDMS uses and shall continue to use all reasonable endeavours to prevent the introduction,
creation or propagation of any disruptive elements (including any virus, worms and/or
Trojans, spyware or other malware) into PDMS Employed.

2.2.5 Service Availability

The Service Availability is set at 99.9% (see 3.5.1 Availability, below, for more information).
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2.3 Service Roadmap

A prioritized list of planned enhancements will be provided to Customers of the PDMS
Employed SaaS.

2.4 Supplementary Services

Supplementary services can be provided to support the implementation and promotion of a
unique portal including:

Social media channel creation and management (Facebook, Twitter and LinkedIn)
Content creation, editing and management

Marketing communications plan

Branded html newsletters including content writing and distribution

Promotional materials design and production (eg banners stands, brochures,
freebies)

e Sales/ business development

2.5 Bespoke Customizations and Integrations

Any requirements for bespoke customization or requirements to integrate with any system
other than mentioned previously in this document would require consideration in order to
protect the integrity of the Service for other Customers.

2.5.1 Customizations

PDMS would be happy to discuss any customizations that may be required in order to first
establish whether or not they would benefit other Customers and if so discuss how these
could be encompassed within the Service Roadmap.

Alternatively, should requests for customizations be outside of the planned roadmap, PDMS
would be happy to discuss a bespoke/ stand-alone installation of PDMS Employed.

2.5.2 Integrations

PDMS would be happy to discuss any integration requirements to establish if these would be
of benefit to other Customers, or if this would best be provided through a bespoke/ stand-
alone installation of PDMS Employed.
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2.6 Benefits

2.6.1 Benefits for Customers:
The PDMS Employed platform provides the following benefits to Customers of the SaaS:

e ready to launch and use — focus your time on your content and stakeholders rather
than a technology project

low cost monthly fees rather than large lump sum capital expenditures
extendible - request/subscribe to additional features/services over time
shared SaaS platform - economies of scale

user-maintained contact information - reduce administration

user longevity - services from first job to retirement

efficient - joins up multiple initiatives/databases

flexible business model - revenue earning or not-for-profit

single supplier - software, hosting, design, branding, marketing
enhanced community collaboration and coordination

2.6.2 Benefits for Members

For an individual member of a uniquely branded implementation of an employability portal
powered by PDMS Employed, the benefits could include:

Get noticed:

e create your CV and enable other members and employers to view it (if you'd like
them to)

e practice your interview technique, by using our clever “self-interview” video tool

e contact island-based employers and other employed.im members directly

Maintain your CV:

create your CV, then download it as a pdf or an editable word version

save your CV and access it from any computer, anywhere in the world

upload your certificates and other records of achievement

keep a central, updated record of your qualifications and continuous professional
development activities over the long term

e return to your CV, certificates and videos for years to come

Save time;:

e browse local vacancies/ opportunities, employers, and related news and events, in
one central location

receive daily job vacancy notifications tailored to your preferences

save links to your favourite employers, members and job vacancies

see all your job-search related messages in one place

speedily complete application forms, using your details already provided in your CV
join our Facebook* and Twitter* pages, and LinkedIn* group, for regular news and
events information

*Social media channels can be set up by the Customer to complement a uniquely branded
implementation of the PDMS Employed platform. Alternatively PDMS Employed can create
and manage these as a supplementary service.
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2.6.3 Benefits for Organizations

For an organization that uses an employability portal powered by PDMS Employed, the
benefits could include:

Get noticed:

e create and maintain your organisational profile for potential candidates (and
customers!) to find

e send us* your content, news and events suggestions and we'll do our best to include
them

Get staff:

e upload your vacancies and opportunities - for full time or part-time jobs, work
placements, graduate schemes, apprenticeships, seasonal staff and training courses

e search for potential candidates, view their profiles, video statements, certificates and
CPD records

e exchange messages with potential recruits

Stay informed:

e sign up for occasional newsletters
e join our Facebook** and Twitter** pages, and LinkedIn** group, for regular news and
events information

Save time;:

e browse local job vacancies/ opportunities, other employers, and related news and
events, in one central location

e save links to your favourite candidates

e manage your vacancy advertisements

e see all your job-seeker/recruitment related messages in one place

* Content can be created by the Customer within the content management system of the
PDMS Employed platform. Alternatively PDMS Employed can create and manage content
as a supplementary service.

**Social media channels can be set up by the Customer to complement a uniquely branded
implementation of the PDMS Employed platform. Alternatively PDMS Employed can create
and manage these as a supplementary service.
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3 PDMS Software-as-a-Service

3.1 Glossary of Terms

Customer — The organisation that subscribes to the PDMS Employed SaasS.

Off-Boarding — The process of extracting data from a (SaaS) software application for use
elsewhere.

On-Boarding — The process of populating a (SaaS) software application with existing data.

PDMS / PDMS Ltd - Professional Data Management Services Limited, a company
incorporated in the Isle of Man with company registration number 061568C, whose
registered office is at Global House, Isle of Man Business Park, Cooil Road, Douglas, Isle of
Man, IM2 2QZ, who are the provider of the Service (see www.pdms.com).

SaaS — see Software-as-a-Service.

Software-as-a-Service (SaaS) — A software delivery model where a software application
and its associated data are hosted centrally (in the “cloud”) and delivered via the use of an
Internet browser.

Subscription — A payment made to use a (SaaS) software application for a period of time.
Take Up — The process of commencing use of a (SaaS) software application.
Termination — The process of stopping the use of a (SaaS) software application.

Working Day — Monday to Friday excluding UK public holidays.
Working Hours — 09:00 to 17:30 (GMT/BST) on a Working Day.

3.2 Contacting PDMS

To request a trial of a Service (where offered), to receive support for a Service (unless
described otherwise in the Service Description), or to submit queries about the standard
Subscriptions offered and the extensions to them, PDMS can be contacted via the following
mechanisms:

1. By use of the Contact Form (www.pdms.com/ContactUs) on the PDMS web-site;
2. Via e-mail to either:
a. saasenquiries@pdms.com — for new Customers or for general enquiries from
existing Customers;
b. saassupport@pdms.com — for existing Customers of a Service to report
issues with or enquire about the use of that Service;
3. Viathe telephone number +44(0)1624 664000 (PDMS Working Hours only).

Customers with enhanced support options (such as 24/7) will be supplied with additional
means of contacting PDMS as a part of their enhanced support agreement.
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3.3 On-Boarding/ Provisioning

3.3.1 Trialling the Service

A free trial/demonstration version of the Service can be made available.

To gain access, please Contact PDMS as described in 3.2 above.

3.3.2 Subscriptions

Requests for Subscriptions to the Service can be placed by Contacting PDMS as described
in 3.2 above.

The minimum contract period is 1 year (12 months) and commences following the free 3
months trial, subject to contract agreements.

Payments are required quarterly in advance.

Please refer to the “PDMS Employed Pricing Information.pdf” and “PDMS SFIA Rate
Card.pdf” for pricing detalils.

PDMS Employed can also be procured on a franchise basis, with additional branding and
marketing support, standardised terms and conditions and commercial rules.

3.3.3 On-Boarding

Initial branding, configuration and data set-up will be provided at the commencement of the
contract.

3.3.4 Terms and Conditions

Use of the Service (under both trial arrangements and contracted subscriptions), is subject
to the “Customer Code of Conduct.pdf” and “PDMS SaaS Terms and Conditions.pdf”.
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3.4 Hosting Services
The following hosting provision is included in the delivery of the Service:
3.4.1 Data Storage and Processing Locations

All data processing and storage is undertaken at Data Centres located on the Isle of Man
selected by PDMS. For more information about PDMS’ commitment to Data Protection and
relevant legislation please see our “Data Protection Summary — Isle of Man.pdf”.

3.4.2 Data Centres and Networks

PDMS Software-as-a-Service is hosted on a highly resilient infrastructure using multiple
storage, memory and processing units across multiple locales in multiple Data Centres on
the Isle of Man — an architecture aimed at achieving extremely high availability. The Data
Centres adhere to best practices described by the EU Code of Conduct for Data Centre
Operations, and meet the Uptime Institute Tier Level 3 classification. PDMS holds ISO
27001:2013 Information Security Management System standard certification.

Customer access is via the Internet; all data transfer is secured by industry standard
encryption mechanisms.

3.4.3 Persistence of Storage

All data (including documents and images) input into PDMS’ Software-as-a-Service offerings
are stored in a persistent manner on multiple storage instances, and will remain that way
until actively off-boarded on termination of a Subscription.

3.4.4 Backups

The data managed by PDMS’ Software-as-a-Service offerings is backed-up nightly using a
combination of disk and tape mechanisms. These backups are intended purely to restore
data in the highly unlikely event of a complete infrastructure failure; they are not intended to,
nor do they, provide a data archive. If such an archive facility is required, then this can be
provided on request (by Contacting PDMS as described in 3.2 above), but is outside the
terms of the standard Subscriptions.

3.4.5 Information Security

PDMS is fully certified to ISO/IEC 27001:2013, the internationally recognized standard for
Information Security Management.

In the Isle of Man, the Data Protection Act 2002 makes provisions for the regulation of the
processing of information relating to individuals. This act is based upon the UK’s Data
Protection Act 1998 and gives effect in the Island to Directive 95/46/EC of the European
Parliament. For more information about PDMS’ commitment to Data Protection and relevant
legislation please see our “Data Protection Summary — Isle of Man.pdf”.
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3.5 Service Level Agreement

3.5.1 Availability

The Service Availability stated above is the percentage of the time the Service is available
for use when measured over any one calendar month subject to Exceptions (see below)
calculated according to the formula:

(The number of minutes the service is available to the Customer
PLUS

The number of minutes the service is unavailable to the Customer due to exceptions)
DIVIDED BY

The total number of minutes in the month

Exceptions are:

e Circumstances beyond PDMS’ reasonable control, including, without limitation, acts of
any governmental body, war, insurrection, sabotage, armed conflict, embargo, fire,
flood, strike or other labour disturbance, interruption of or delay in transportation,
unavailability of or interruption or delay in telecommunications or third party services
(including network and Internet service providers), virus attacks or hackers, failure of
third party software. Inability to obtain raw materials, supplies or power used in or
equipment needed for provision of the services, and/or outages elsewhere on the
Internet that hinder or delay access to the Services.

¢ Emergency maintenance of the website, software, network or any other component of
the PDMS Software System by PDMS or its third party service providers. PDMS will
use commercially reasonable efforts to provide Customer with as much prior written
notice as possible (which notice may be transmitted to Customer via electronic
communications and/or posting to the Services website).

e Customer’s acts or omissions including but not limited to the acts or omissions of
Customer’s employees, contractors, agents, end-users or others who gain access to
the Service via the Customer login identifier or password.

e Customer’s violations of any agreements between Customer and PDMS including but
not limited to the System Terms of Use.

If the Service availability over any one calendar month is less than the above defined
Service Availability, the Customer may request financial recompense (see 3.4.4 below).

The ideal availability for the Service is 24 hours a day, 7 days a week, all year round.
However, despite the fact that the infrastructure implemented to host the service is designed
to support optimal availability, in practice this “total availability” is not possible. Exceptions
include:

¢ Planned maintenance;
e Critical security maintenance;
e Unforeseen problems.

Therefore the minimum service availability is set. Measurement of service availability will be
performed by a 3™ party, and failure to meet this target will result in financial recompense
(see 3.5.4 below).
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3.5.2 Capacity

The capacity available for data (including documents and images) storage is dependent on
the Subscription option taken. If the service fails to deliver pre-purchased capacity, the
Customer may request financial recompense (see 36.4 below) equivalent to one day’s
unavailability of the service.

3.5.3 Performance

PDMS will endeavour to ensure system performance is of a reasonable standard, however
many factors that affect your perception of system performance are outside the control of
PDMS. If your perception is that there is a problem with system performance, then please
raise this by Contacting PDMS.

3.5.4 Financial Recompense for Failure to Meet Agreed Service
Levels

The financial recompense shall be calculated as a portion of the monthly Subscription fee to
the Customer proportionate to the unavailability of the system, i.e.

{1 MINUS [(The number of minutes the service is available to the Customer
PLUS
The number of minutes the service is unavailable to the Customer due to exceptions
MINUS
The number of minutes the service is unavailable to the Customer due to other
reasons)
DIVIDED BY
The total number of minutes in the month]} TIMES BY The monthly Subscription fee

This can be taken as a credit against any future Subscription or as a payment to the
Customer.

To request financial recompense, the Customer must make a written request using the
mechanisms described in Contacting PDMS . Any such request must include the date(s)
and time(s) that the service was unavailable and must be received by PDMS within ten (10)
days of the end of the calendar month during which the Service was unavailable

The total amount repayable to the Customer in a particular month shall not exceed the total
Services Subscription and/or hosting fee paid by the Customer for that month in which the
credit is issued.
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3.6 Support Mechanism

3.6.1 Customer Responsibility

The Customer is responsible for properly maintaining the functional operation of all
workstation equipment, including but not limited to connectivity to the Internet. Prior to
contacting PDMS regarding any connectivity problems with respect to the system, the
Customer will verify that it is able to reach major Internet sites such as www.msn.com or
www.yahoo.com.

3.6.2 Raising a Request for Support

A request for support can be raised via the various means of Contacting PDMS (see 3.2
above) unless an alternative mechanism is agreed.

3.6.3 Hours of Support

In general, support will only be provided during Working Days (see Glossary), although
support requests can be raised via Email or the Contact Form (see Contacting PDMS at
3.2 above) at any time.

The scope of the support offered can be extended by agreement and on payment of an
additional monthly fee, depending on the level of support required.

3.6.4 Response to a Request for Support

A response to a support request can be expected to be received within 4 (four) Working
Hours of the support call being raised. A resolution, or work-around, can, in most cases, be
expected to be received within 7.5 (seven and a half) Working Hours of the support call
being raised.

3.6.5 Terms and Conditions for Support

Prior to raising a support request, the Customer should check the available training and
assistance resources, FAQs and other material. The Customer should ensure that the
request for support is reasonable. PDMS reserve the right to not respond to unreasonable
requests.

Note:  Your support may be governed by the terms of your Subscription to a Service. If
you require additional support, then please use the Contacting PDMS mechanism
to enquire about the options available.

Note: PDMS will apply a “fair usage” policy to the support requests received.
3.6.6 Support Agreements — Alternatives

PDMS can also offer alternative Support Agreements, depending on the Customer’s
requirements.
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3.7 Training and Assistance

A single 1 day training workshop will be provided at the initial installation to agreed
administrators for the platform.

If additional training and/or materials are required, then this can be provided on request (via
the various means of Contacting PDMS as described at 3.2 above), but is outside the
terms of the standard Subscriptions.

3.8 Customer Code of Conduct/Acceptable Usage
Policy

The current terms of use of PDMS Software-as-a-Service are included in the “Customer
Code of Conduct.pdf”.

Customers are expected to abide by the terms of use described therein.

Note that:

e Itis imperative that Customers protect the credentials used to access the System;
e.g. ensure that passwords etc. are not shared.

e |tis essential that Customers use Virus protection on their computers, and that any
files uploaded to any system provided on a Software-as-a-Service are checked for
Viruses.

e Customers are liable for all content that is uploaded and/or input to the Service.

(DLLIVES Version 1.0 | 17/12/2014 Page 17



GCloud6
PDMS Employed Service Definition

3.9 Termination

A Subscription to the Service can be terminated by the Customer or by PDMS as outlined in
this section and detailed in Clauses 19 and 20 of the “PDMS SaaS Standard Terms and
Conditions.pdf”.

Off-boarding will then be undertaken as appropriate as described in 3.11 below.
3.9.1 Termination by the Customer

A Subscription can be terminated by the Customer (either during the term of a Subscription,
or by indicating that a Subscription renewal is not required), by Contacting PDMS (as
described at 3.2 above) and requesting such.

No refund will be made for any pre-paid Subscription period.

3.9.2 Termination by PDMS

3.9.2.1 At the end of a Subscription

Reminders will be issued to a Customer via e-mail to the administrative user(s) 1 (One)
calendar month prior to a Subscription ending. If a Subscription is not renewed, then it will
have deemed to have lapsed, and in this case PDMS reserves the right to off-board the data
(including documents and images) not less than one calendar month after the Subscription
has ended; prior notifications will be issued via e-mail to the administrative user(s). Unless
requested otherwise by the Customer, the data (including documents and images) will not be
retained.

3.9.2.2 Breach of Customer Code of Conduct/Terms of Use

PDMS reserves the right to terminate a Subscription at any time if a Customer is found to be
in breach of the “Customer Code of Conduct.pdf’ and has not satisfactorily responded to 2
(two) warnings of termination e-mailed to your administrative user(s).

3.9.2.3 Termination of the Service

PDMS reserves the right to terminate the Service at the end of a Subscription period when at
least 3 (Three) calendar months’ prior notice has been given via e-mail to the administrative
user(s) of the termination of the Service, or at any time when at least 12 (twelve) calendar
months’ prior notice has been given via e-mail to the administrative user(s) of the termination
of the Service. In either case, all data (including documents and images) will be off-boarded
by PDMS and supplied to the appropriate Customers in an agreed manner.
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3.10 Off-Boarding

If the Service is terminated either by the Customer or by PDMS, PDMS will contact the
Customer to establish your off-boarding requirements.

The standard method by which PDMS will supply your data to you on Termination is in the
form of a Microsoft SQL-Server Compressed Backup file supplied in an encrypted form by
appropriate media. The cost of this is included in your Subscription to the Service.

Use of another mechanism may incur an additional charge.
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4 Additional Services

PDMS offers a range of services on G-Cloud including:

Compass (Software-as-a-Service) — Ferry Reservation Software for remote,
demanding and complex ferry services - including inter-island, multi vessel, routes,
fares, tickets and configurations. Tickets can be booked online, over the phone, via a
kiosk or from any office giving you full visibility of all your bookings in real time.
DoxShare (Software-as-a-Service) — our online solution for publishing, sharing,
managing and controlling key documents in a way that is secure, controlled,
auditable and accessible.

Foundations™ (Specialist Services) — a tried and tested platform and set of
components for delivering robust and scalable Cloud based software solutions.
Hosting & Managed Services — we have the expertise, infrastructure, systems and
security accreditations to host the systems we develop on a fully managed-service
basis.

MARIS (Software-as-a-Service) — our Marine Administration and Registry
Information System.

PaySolve (Software-as-a-Service) — a full payroll administration system, maintained
to HMRC standards for end of year and in year filing, suitable for organisations with
100 to 15,000+ employees.

PDMS Employed (Software-as-a-Service) — an online employability hub to connect
education, work experience, apprenticeships, training, volunteering, recruitment, job-
seeking, contracting, and careers related information, news, events, initiatives,
opportunities and stakeholders in local regions.

Software Development Services (Specialist Services)

Umbraco (Specialist Services) — an open source content management system.

PDMS also offers a wide range of additional services in support of our Software-as-a-
Service applications, including but not limited to the following:

Design Authority

Design and Development — All of our Software-as-a-Service products, including
PDMS Employed, can be customised by the PDMS development teams to meet
specific Customer requirements.

Data Management and Migration

Project/Programme Management — Our project managers are Prince Il qualified
Testing

Project Specification and Selection

Service Integration

Deployment

User Management

Training

Application Management and Support

Strategy and Implementation Services

Tailored complete Managed Service Agreements

Day rates for these services can be provided on request by Contacting PDMS as described
in 3.2 above and by referring to the “PDMS SFIA Rate Card.pdf”.
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Contact Us

Isle of Man Head Office
PDMS Limited

Global House

Isle of Man Business Park
Isle of Man

IM2 2QZ

Glasgow Office
PDMS Limited

Unit 7, Cameron Court
Hillington Park
Glasgow

G52 4G

Tel: +44 1624 664000 (Isle of Man & Glasgow)
Tel: +44 207 100 4924 (London)

Fax: +44 1624 678787

Email: sales@pdms.com

Web: www.pdms.com

Twitter: @pdms

@pdmsscotland

Microsoft Partner

Gold Application Development
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